
SentinelOne and Microsoft have partnered to integrate SentinelOne Endpoint Protection with Microsoft 

Windows Defender Advanced Threat Protection (WD ATP) to extend WD ATP coverage to Mac and Linux 

endpoints. The integration allows SentinelOne and Microsoft customers to autonomously prevent, detect, 

and respond to the most advanced cyber-attacks not only on Windows endpoints - but also on Mac and 

Linux endpoints - directly from the Microsoft WD ATP Management Console.
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The integration enables detection, visibility, investigation, and response to advanced cyber-attacks and data 

breaches on macOS and Linux-based endpoints right from within the Windows Defender Security Center 

management console. View comprehensive threat intelligence information which includes the following: 

● File and Process Properties: name, path, size on disk, last write time, hash, file owner: username, 

pid

● User and device properties: name, operating system, domain, logged on users information, logon 

type (remote, interactive)

● Network Properties: NICs and IP addresses, local IP address, http, https, tcp and udp headers and 

traffic, owner: pid and username

● Detection Properties: prevention alerts, post breach detection, cloud detection, machine timeline, 

process trees, network events

● Prevention and Mitigation: file block, file quarantine machine isolation, trigger AV scan.
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The SentinelOne Endpoint Protection Platform (EPP) unifies prevention, detection, and response in a 

single purpose-built agent powered by machine learning and automation. It provides prevention and 

detection of attacks across all major vectors, rapid elimination of threats with fully automated, 

policy-driven response capabilities, and complete visibility into the endpoint

environment with full-context, real-time forensics.
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One Agent    Windows       Mac      Linux       On-prem      Cloud

Visionary

USER ENDPOINT CLIENTS 

Windows XP, 7, 8, 8.1, 10 

Mac OSX 10.9.x, 10.10.x, 10.11x, macOS 

10.12x macOS 10.13 (High Sierra) 

CentOS 6.5, 7.0, 7.2 

Red Hat Enterprise Linux 6.5, 7.0, 7.2 

Ubuntu 12.04, 14.04, 16.04, 16.10 

openSUSE 42.2 

SERVER ENDPOINT CLIENTS 

Windows Server 2003, 2008, 2008 R2, 2012, 

2012 R2, 2016 

CentOS 6.5, 7.0, 7.2 

Red Hat Enterprise Linux 6.5, 7.0, 7.2 

Ubuntu 12.04, 14.04, 16.04, 16.10 

SUSE Linux Enterprise Server 12SP1 

Oracle Linux 6.5 - 6.9, 7.0+ 

Amazon Linux (AMI) 2016.09+, 2017.03+ 

VIRTUAL ENVIRONMENTS

Citrix XenApp, XenDesktop

Microsoft Hyper-V

Oracle VirtualBox

VMware vSphere

VMware Workstation

VMware Fusion

VMware Horizon 

SentinelOne EPP 
Datasheet 

The SentinelOne Endpoint Protection Platform (EPP) unifies prevention, detection, and response in a 

single purpose-built agent powered by machine learning and automation. It provides prevention and 

detection of attacks across all major vectors, rapid elimination of threats with fully automated, 

policy-driven response capabilities, and complete visibility into the endpoint

environment with full-context, real-time forensics.

Autonomous 

Endpoint Protection 

That Saves You Time

Technical Brief

+ 1  855  868  3733
sales@sentinelone.com
+ 1  855  868  3733
sales@sentinelone.com

EPP EDR Manageability Services Cloud Intel.

Static AI

Behavior AI

Anti-Exploitation

Lateral 
Movement

Credential Theft 
Prevention

Threat Hunting

IOC Search

Remediation

Encrypted 
Traffic Visibility

Containment and 
Rollback

Device Control

API and SDK

Application 
Inventory

File Integrity 
Monitoring

Vigilance MDR Threat Feeds

IP Reputation

Automated 
Analysis

Shared 
Intelligence

One Agent    Windows       Mac      Linux       On-prem      Cloud

The next-gen suite of the future - born from the 
endpoint and orchestrated by AI

Vulnerability & 
Patch Management

Visionary

USER ENDPOINT CLIENTS 

Windows XP, 7, 8, 8.1, 10 

Mac OSX 10.9.x, 10.10.x, 10.11x, macOS 

10.12x macOS 10.13 (High Sierra) 

CentOS 6.5, 7.0, 7.2 

Red Hat Enterprise Linux 6.5, 7.0, 7.2 

Ubuntu 12.04, 14.04, 16.04, 16.10 

openSUSE 42.2 

SERVER ENDPOINT CLIENTS 

Windows Server 2003, 2008, 2008 R2, 2012, 

2012 R2, 2016 

CentOS 6.5, 7.0, 7.2 

Red Hat Enterprise Linux 6.5, 7.0, 7.2 

Ubuntu 12.04, 14.04, 16.04, 16.10 

SUSE Linux Enterprise Server 12SP1 

Oracle Linux 6.5 - 6.9, 7.0+ 

Amazon Linux (AMI) 2016.09+, 2017.03+ 

VIRTUAL ENVIRONMENTS

Citrix XenApp, XenDesktop

Microsoft Hyper-V

Oracle VirtualBox

VMware vSphere

VMware Workstation

VMware Fusion

VMware Horizon 

A suíte de próxima geração do futuro – iniciada no 
endpoit e orquestrada por IA

EPP EDR Gestão Serviços Intel. de Cloud

Resumo Técnico

SentinelOne EPP
Ficha Técnica

SentinelOne EPP 
Datasheet 

The SentinelOne Endpoint Protection Platform (EPP) unifies prevention, detection, and response in a 

single purpose-built agent powered by machine learning and automation. It provides prevention and 

detection of attacks across all major vectors, rapid elimination of threats with fully automated, 

policy-driven response capabilities, and complete visibility into the endpoint

environment with full-context, real-time forensics.

Autonomous 

Endpoint Protection 

That Saves You Time

Technical Brief

+ 1  855  868  3733
sales@sentinelone.com
+ 1  855  868  3733
sales@sentinelone.com

EPP EDR Manageability Services Cloud Intel.

Static AI

Behavior AI

Anti-Exploitation

Lateral 
Movement

Credential Theft 
Prevention

Threat Hunting

IOC Search

Remediation

Encrypted 
Traffic Visibility

Containment and 
Rollback

Device Control

API and SDK

Application 
Inventory

File Integrity 
Monitoring

Vigilance MDR Threat Feeds

IP Reputation

Automated 
Analysis

Shared 
Intelligence

One Agent    Windows       Mac      Linux       On-prem      Cloud

The next-gen suite of the future - born from the 
endpoint and orchestrated by AI

Vulnerability & 
Patch Management

Visionary

USER ENDPOINT CLIENTS 

Windows XP, 7, 8, 8.1, 10 

Mac OSX 10.9.x, 10.10.x, 10.11x, macOS 

10.12x macOS 10.13 (High Sierra) 

CentOS 6.5, 7.0, 7.2 

Red Hat Enterprise Linux 6.5, 7.0, 7.2 

Ubuntu 12.04, 14.04, 16.04, 16.10 

openSUSE 42.2 

SERVER ENDPOINT CLIENTS 

Windows Server 2003, 2008, 2008 R2, 2012, 

2012 R2, 2016 

CentOS 6.5, 7.0, 7.2 

Red Hat Enterprise Linux 6.5, 7.0, 7.2 

Ubuntu 12.04, 14.04, 16.04, 16.10 

SUSE Linux Enterprise Server 12SP1 

Oracle Linux 6.5 - 6.9, 7.0+ 

Amazon Linux (AMI) 2016.09+, 2017.03+ 

VIRTUAL ENVIRONMENTS

Citrix XenApp, XenDesktop

Microsoft Hyper-V

Oracle VirtualBox

VMware vSphere

VMware Workstation

VMware Fusion

VMware Horizon 

Proteção Autônoma 
de Endpoint
Que Economiza Tempo

O SentinelOne Endpoint Protection Plataform (EPP) unifica prevenção, detecção e resposta em um único
agente empoderado por machine learning e automação. Fornecendo prevenção e detecção de ataques
vindos dos maiores vetores, rápida eliminação de ameaças com capacidade de resposta totalmente
automatizada acionada por políticas e uma completa visibilidade em contexto amplo do ambiente do

endpoint e análises forenses em tempo real.
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● Autonomous multi-layered prevention that covers all attack vectors, even when offline

● Machine learning technology that does not rely on signatures and does not require daily/weekly

updates or recurring scans

● Mitigation of the full context of malicious activity, reducing time and cost of fixing up infected devices

● Providing the right forensics. Blocking is not enough. Customers want to know where threats come

from and what they tried to do

Protection

Visibility
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● Cross-platform visibility into endpoints - we go beyond the limits of EPP and EDR with value added 

capabilities such as IT hygiene data

● Visibility into encrypted traffic - because all users are exposed to phishing and 70% of web traffic is 

encrypted

● Visibility on all applications and running processes

Simplicity ● One lightweight agent provides the following functionality -

○ EPP

○ EDR

○ HIPS

○ File Integrity Monitoring

○ Vulnerability/Risk Management

● Managed console hosted in the cloud, on-premise, or in a hybrid model

Higher efficacy, lower system impact, and an optimal end-user experience

Automation ● The SentinelOne platform is built with an API-first approach and has integrations with SonicWall, 

Fortinet, Splunk, QRadar, LogRhythm, Demisto, Phantom, and even Alexa to name a few!

● Automatically isolate infected devices and immunize the remaining of the endpoint estate

● Recover files in the highly unlikely case of ransomware. With 44% of businesses facing ransomware

infections in the last 12 month, recovery and rollback is a convenient capability

Network Manager
Industry  Education
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Firm Size  Gov't/PS/ED 5,000 - 50,000 Employees

Last Update October 29, 2017

Don't waste your time with other vendors. 
Coming from 20 years of deploying and 
using endpoint software, SentinelOne 
leads the packhttp://bit.ly/s1-edu111
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Proteção • Prevenção autônoma multi-camadas que cobrem todos os vetores de ataque, mesmo off-line
• Tecnologia machine learning que não depende de assinaturas e não requerem atualizações diárias /

semanais ou scans recorrentes
• Mitigação de atividade maliciosa em contexto amplo, reduzindo tempo e custo de reparo de dispositivos

infectados
• Fornecendo análises forenses. Bloquear não é o bastante. Clientes querem saber de onde as ameaças

vieram e o que elas tentaram fazer.
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○ EPP

○ EDR

○ HIPS

○ File Integrity Monitoring

○ Vulnerability/Risk Management

● Managed console hosted in the cloud, on-premise, or in a hybrid model

Higher efficacy, lower system impact, and an optimal end-user experience

Automation ● The SentinelOne platform is built with an API-first approach and has integrations with SonicWall, 

Fortinet, Splunk, QRadar, LogRhythm, Demisto, Phantom, and even Alexa to name a few!

● Automatically isolate infected devices and immunize the remaining of the endpoint estate

● Recover files in the highly unlikely case of ransomware. With 44% of businesses facing ransomware

infections in the last 12 month, recovery and rollback is a convenient capability
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● Providing the right forensics. Blocking is not enough. Customers want to know where threats come

from and what they tried to do
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Simplicidade • Um agente único e leve fornece as seguintes funcionalidades:
• EPP
• EDR
• HIPS
• Monitoramento de integridade de arquivos
• Gerenciamento de riscos e vulnerabilidades

• Console de gerenciamento hospedado em cloud, on premise ou de modo híbrido
• Alta eficácia, baixo impacto de performance e excelente experiência para o usuário final
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● Machine learning technology that does not rely on signatures and does not require daily/weekly

updates or recurring scans

● Mitigation of the full context of malicious activity, reducing time and cost of fixing up infected devices

● Providing the right forensics. Blocking is not enough. Customers want to know where threats come

from and what they tried to do
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Automação • A plataforma SentinelOne é construída no conceito de API-first e possui integrações com SonicWall,
Fortnet, Splunk, Qradar, LogRhythm, Demisto, Phantom e inclusive com Alexa apenas para citar algumas!

• Automaticamente isola os dispositivos infectados e imuniza os demais
• Recupera arquivos mesmo em casos como ransonware. Com 44% das empresas enfrentando infecções de

ransonware nos últimos 12 meses, recuperar e retornar ao estado anterior torne-se uma funcionalidade
indispensável

Perfil do avaliador

Gerente de redes
Indústria Educação
Cargo Infraestrutura e Operações 
Porte da empresa 
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Não desperdice seu tempo com outros fornecedores.

Depois de 20 anos implementando e usando 

endpoint software, SentinelOne

lidera o grupo
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